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Summary. Introduction. The basic priority of life activity is the
preservation of the qualitative certainty of statehood and the functioning that
corresponds to its nature, and national security reflects the degree of protection
of the material and spiritual values of man, society and state institutions from
dangers or their absence and the related basic priorities for ensuring the
positive dynamics of statehood development. Therefore, the choice of specific
ways, means, and methods of ensuring national security is determined by the
need to take timely measures, adequate to the nature and scale of threats to
statehood.

Purpose. The purpose of this article is to analyze the provision of national
security in Ukraine, which is regulated by the regulatory framework, and to
substantiate the feasibility of improving state policy in the field of national
security, taking into account the martial law in Ukraine.

Materials and methods. The materials of the study are: 1) regulatory and
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legal support for public management of national security; 2) works of domestic
and foreign authors who conduct their scientific and practical research in the
field of state-management activities in the field of national security.

In the process of conducting the research, the following scientific methods
were used: theoretical generalization and grouping to characterize the
components of national security, as well as analysis of the current legislation of
Ukraine, which allows us to conclude that the objects on which the managerial
influences of subjects of state and administrative activity is directed are:
constitutional rights and freedoms of man and citizen, spiritual, moral and
ethical, cultural, historical, intellectual and material values of society;
constitutional order, sovereignty, territorial integrity and inviolability;
information and natural environment; natural resources.

Results. In the article, the problems of ensuring national security in
Ukraine are analyzed in detail. It is noted that their specific diversity and
complexity are constantly increasing, which is a natural consequence of the
threatening situation in almost all spheres of state and public life. At the same
time, national specificity regarding the sources and manifestations of threats is
revealed.

The analysis of information sources shows that there are different
definitions of the concept of threats to national interests, and the concept of
"threat" is general and is widely used in the analysis of phenomena, actions,
inaction, events that can cause harm to a person, society, state. At the same
time, it should be emphasized that the threat may arise with one or another
degree of probability under certain conditions that are not always easy to
foresee.

Discussion. The choice of ways, means and methods of ensuring national
security is determined by the need for timely adoption of measures adequate to
the nature and scale of dangers to statehood.

Therefore, we believe that there is a need to analyze and use international
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experience in ensuring the national security state policy, taking into account
their specific conditions and new challenges. It remains important to develop
and implement effective measures aimed at real solutions to the main problems
of ensuring the national security of our country.

Key words: national security, threats, public administration.

Anomauia. Bcmyn. @ynoamenmanvue 3HAUEHHS JHCUMMS NOJAAE Y
niompumyi AKOCmi 0epiHcagHocmi ma QYHKYIOHY8aHHA 6I0N0GIOHO 00 il
npupoou, a HayioHaibHa Oe3neka Bi000Opadcae piseHb  3aXUUEHOCI
mamepianibHux I OYXO8HUX YIHHOCMeU ocobucmocmi, Cychilbcmea ma
oeparcasHux iHcmumyyii 610 Hebesnek ado ix i0CYmMHOCMI ma nos's13ani 3 Yyum
@ynoamenmanvui npiopumemu 0715 3a0e3nevueHts po3sumky oepacasu. Omoice,
BUDIP KOHKpEeMHUX Memodis, 3aco0ié ma npuliomie 3a6e3neueHts HayioHAIbHOL
Oe3neku BUHAUAEMbCS HEOOXIOHICMIO  CBOEUACHO20 — BXCUMMS  3AX00I8,
A0eK8AmHUX Xapakmepy ma Macumadam 3a2po3u 0epircasi.

Mema. Memoto oanoi cmammi € auaniz 3ab6e3nedeHHs: HAYIOHANbHOL
besneku 6 Ykpaiui, wo pecynoemovcs HOPpMAMUBHO-NPABO8o 6430w ma
00TPYHMYBAHHA OOYILTLbHOCMI B800CKOHANIEHHSl 0EepPIHCABHOI NONImuKku 8 cgepi
HayioHAIbHOI 6e3nexu 3 ypaxy8anHsIM 60€HHO20 CMAH) 8 YKpaiui.

Mamepianu i memoou. Mamepianamu Oocnioxcents €: 1) nHopmamueno-
npasose 3a6e3neyerts wooo nyoaiuHo20 YNPAGIiHHA HAYIOHATbHOW OEe3NeKOoI0;
2) npayi iM4u3HAHUX Ma 3apyOiKCHUX aémopis, wo npoeadsims C80i HAYKOBO-
NPAKMUYH] OOCHIONCEHHS ) YAPUHI 0epHCABHO-YNPABIIHCHKOI OIANbHOCMI )
cghepi nayionanvHoi beznexu.

B npoyeci 30itlicnenns 0ocniodcenHs 010 BUKOPUCMAHO HACMYNHI
HAYKOBI  Memoou: Mmeopemudno20 Y3a2albHeHHsT ma 2pPYNYy8auHs  OJis
Xapakmepucmuku CKiao0o8ux HAYiOHAIbHOI Oe3neKu, a maKkoic aHani3 YUHHO20
3aKkoHo0ascmea Ykpainu, kompuii 00380J15€ OlUmMuU BUCHOBKY, W0 NpeoMemamu,

Ha AKI  CHpAMOBYIOMbCS  YNPAGNIHCOLKI  BNAUGU YO EKMIB  0epIHCABHO-
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VIPABNIHCLKOI OIAIbHOCMI, € KOHCMUmMYYiuHi npasa i c60000u JN0OUHU |
2POMAOSHUHA, 0YX08HI, MOpPANbHO-eMUYHI, KYJbM)pHI, ICMOpPUYHI,
IHmMeNeKmyanbHi ma mamepianbHi YIHHOCMI CYCNiIbCmed;, KOHCMUMYYIUHUU
a0,  cyeepenimem,  mMepumopiaibHa — YINICHICMb [ HEOOMOPKAHICHb,
iHhopmayitine | HABKOIUWHE NPUPOOHE cepedosulle;, NPUPOOHi pecypCu.

Pesynomamu. Y cmammi  demanvno  amanizyiomecia  npobaemu
3abe3neyenHs HayioHanvHoi Oesnexku 6 Ykpaiwi. Biosmaueno, wo ix eudosa
pI3HOMaHimHicmb  ma  CKIAOHICMb  NOCMIUHO — 30IIbWYEMbC, WO €
3AKOHOMIDHUM HACAIOKOM 3a2po31ueoi cumyayii maudce 6 ycix cgepax
oepaicasroco i cycninbnoz2o cumms. Ilpu yvomy eussensemvcsi HAYIOHANbHA
cneyu@ixa wooo odxcepesl ma npossie 3azpos.

AHaniz Oocepen noxasye, wo ICHYIOMb pPI3HI GUHAYEHHS HNOHAMMA
3a2po3u HAYIOHAILHUM iHmMepecam, a NOHAMMS «3a2po3a» € NOWUpeHum ma
WUPOKO BUKOPUCIOBYEMbCA NPU AHANI3L A8UW, Oill, 6e30isA1bHoCmI, NOOil, SKI
30amHi  3a80amu  WKOOU oOKpemili o0cobi, cycninecmgy uu Kpaiui. Cnio
HA20I0CUMU, WO 3a2po3u, 3 PIZHUM CMYNneHeM UMOBIPHOCMI, MO*CYMb
BUHUKAMU 3a NEBHUX 0OCMABUH, AKI He 3A8AHCOU J1e2KO nepeddauumu.

Ilepcnexmusu. Bubip wnsaxis, 3acobie i cnocobié 3abe3nedeHHs
HaYyioOHANbHOI 0Oe3neKu 3YMOBIIOEMbCS HeOOXIOHICMIO CBOEUACHO20 BIHCUMMNISL
3ax00i8, a0eK8amuux xapakmepy i macuimadbam Hebe3nexk 01 0epHCAGHOCHIL.
Tomy 68axcaemo, wo € HeOOXIOHICMb  aHanizy mMa  BUKOPUCHMAHHA
MINHCHAPOOHO20 00C8I0Y ) 3a0e3neyeHHi 0epAHcABHOI NONITMUKU HAYIOHATbHOL
be3neku, 3 Ypaxy8aHHAM IXHIX CHeYuiyHux yMo8 ma HOBUX GUKIUKIE.
Baoicnusum 3anuwaemoca po3pobka ma 6npoeaodicerHHs eghexmusHux 3axoois,
CHPAMOBAHUX HA pealbHe GUPIUWEHH] OCHOBHUX Nnpobiem 3abe3neyeHHs.
HAUIOHANbHOI Oe3neKu Hauloi Kpainu.

Knrwouoei cnosa: nayionanvna b6esneka, 3a2po3u, nyoniune ynpagiinHsi.
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Problem statement. The basic priority of life activity is the preservation
of the qualitative certainty of statehood and the functioning that corresponds to
its nature, and national security reflects the degree of protection of the material
and spiritual values of man, society and state institutions from dangers or their
absence and the related basic priorities for ensuring the positive dynamics of
statchood development. Therefore, the choice of specific ways, means, and
methods of ensuring national security is determined by the need to take timely
measures, adequate to the nature and scale of threats to statehood.

Analysis of recent research and publications. Certain aspects of
ensuring national security as an important component of public administration
were studied by such scholars as S. Barabash and T. Lutsenko [11], S. Ryabov
[10], G. Sytnyk [3,8], V. Tsvetkov [9] and others.

Formulation of the article's objectives. The purpose of this article is to
analyze the provision of national security in Ukraine, which is regulated by the
regulatory framework, and to substantiate the feasibility of improving state
policy in the field of national security, taking into account the martial law in
Ukraine.

Presentation of the main material. In Ukraine, according to the Law [1]
“national security” is a set of legislative and organizational measures aimed at
the constant protection of the vital interests of a person and a citizen, society and
the state, which ensures the sustainable development of society, timely
identification, prevention and neutralization of real and potential threats to
national interests in the areas of law enforcement, the fight against corruption,
border activities and defense, migration policy, healthcare, education and
science, scientific, technical and innovation policy, cultural development of the
population, ensuring freedom of speech and information security, social policy
and pension provision, housing and communal services, financial services
market, protection of property rights, stock markets and securities circulation,

tax-budgetary and customs policy, trade and entrepreneurial activity, the market
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of banking services, investment policy, audit activity, monetary and currency
policy, information protection, licensing, industry and agriculture, transport and
communication, information technologies, energy and energy conservation, the
functioning of natural monopolies, the use of subsoil, land and water resources,
minerals, protection of ecology and the environment, and other areas of public
administration in the event of negative trends that create potential or real threats
to national interests.

The Law of Ukraine “On National Security of Ukraine” of 2018 provides
the following definition of national security: “...it is the protection of state
sovereignty, territorial integrity, democratic constitutional order and other
national interests of Ukraine from real and potential threats™ [2].

It should also be noted that national security is not only an assessment of
certain security of the specified system against potential and real threats. It also
reflects, in particular, the results of the influence of development trends and
conditions of life of society, its institutions, which are determined by the
relevant guidelines (political, legal and others), which ensure the preservation of
the qualitative certainty of the social system and the free functioning that
corresponds to its nature.

The national security of Ukraine is ensured by carrying out a balanced
state policy in accordance with the doctrines, concepts, strategies and programs
adopted in the established order in the political, economic, social, military,
environmental, scientific and technological, information and other spheres. The
choice of specific means and ways of ensuring Ukraine's national security is
determined by the need to take timely measures, adequate in nature and scale of
threats to national interests.

Powers of national security subjects. According to the Constitution of
Ukraine and the laws of Ukraine:

1. The President of Ukraine, as the head of state, guarantor of state

sovereignty, territorial integrity of Ukraine, observance of the Constitution of
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Ukraine, human and civil rights and freedoms, Supreme Commander-in-Chief of
the Armed Forces of Ukraine and Chairman of the National Security and
Defense Council of Ukraine, exercises general leadership in the areas of national
security and defense of Ukraine;

2. The Verkhovna Rada of Ukraine, within the powers defined by the
Constitution of Ukraine, determines the principles of domestic and foreign
policy, the foundations of national security, forms the legislative framework in
this area, approves decisions on the introduction of a state of emergency and
martial law, mobilization, determination of the general structure, number, and
functions of the Armed Forces of Ukraine and other military formations created
1n accordance with the laws of Ukraine;

3. The National Security and Defense Council of Ukraine coordinates and
controls the activities of executive bodies in the areas of national security and
defense; taking into account changes in the geopolitical situation, submits
proposals to the President of Ukraine on clarifying the National Security
Strategy of Ukraine and the Military Doctrine of Ukraine;

4. The Cabinet of Ministers of Ukraine, as the highest body in the system
of executive bodies, ensures the state sovereignty and economic independence
of Ukraine, takes measures to ensure the rights and freedoms of man and citizen,
defense capability, national security of Ukraine, public order and the fight
against crime;

5. The National Bank of Ukraine, in accordance with the basic
principles of monetary and credit policy determines and implements monetary
and credit policy in the interests of the national security of Ukraine;

6. Ministries, other central bodies of executive power, Service
Security of Ukraine and the Foreign Intelligence Service of Ukraine, within the
limits of their powers, ensure the fulfillment of the tasks stipulated by the
Constitution of Ukraine and the laws of Ukraine, acts of the President of

Ukraine, the Cabinet of Ministers of Ukraine, implement concepts and programs
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in the field of national security, maintain readiness for the use of force and
means of ensuring national security;

7. Local state administrations and local self-government bodies ensure the
resolution of issues in the field of national security, assigned by law to their
competence;

8. The military organization of the state ensures the defense of Ukraine,
the protection of its sovereignty, territorial integrity and inviolability of borders;
counteracts external threats of a military nature;

9. Law enforcement agencies fight crime and counter terrorism, ensure the
protection and rescue of the population in the event of man-made and natural
emergencies;

10. Courts of general jurisdiction conduct proceedings in cases of crimes
that harm the national security of Ukraine;

11. The Prosecutor's Office of Ukraine exercises powers in the field of
national security of Ukraine in accordance with the Constitution of Ukraine and
the Law of Ukraine "On the Prosecutor's Office of Ukraine" [4];

12. Citizens of Ukraine, through participation in elections, referendums
and other forms of direct democracy, as well as through the state authorities and
local  self-government  bodies they  elect, implement  national
interests, voluntarily and in accordance with their constitutional duties, carry out
measures specified by the legislation of Ukraine to ensure its national security;
both directly and through associations of citizens, draw the attention of public
and state institutions to dangerous phenomena and processes in various spheres
of life of the country; in a legal manner and by legal means, protect their own
rights and interests, as well as their own security.

Public administration in the field of national security as a system and a
specific type of state administrative activity is an integral part of public
administration, covering the social, economic, humanitarian and political

spheres of life of society and the state.
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There are at least two different approaches to understanding the content of
public administration [9]. In the first of them, the so-called American one,
focused on all processes and functions of management in the spectrum of state
powers, public administration is viewed as a field that encompasses many
disciplines and includes the legislative, executive and judicial branches of
government, and in the second, the so-called European one, public
administration i1s viewed as a sub-branch of law. In other words, the first
approach involves combining political, legal and administrative functions, and
the second involves separating them, that is, defining public administration as all
non-legislative and non-judicial activities of the state or as subordinate executive
and administrative activities of state bodies.

The main goal of state management activity in the field of national
security is forecasting, timely detection, prevention and neutralization of threats
to the sustainable development of people, society and the state (primarily to their
vital interests).

It should be noted that since in the classical sense, public management is a
search for the best way to use resources to achieve priority goals of state policy
[7], the logical question arises of identifying the main criteria for assessing the
effectiveness of state management activities in the field of national security.

It should be noted that modern internal threats in Ukraine are more
dangerous, as they are more difficult to recognize. They can appear
unexpectedly as a result of some uncertain economic, social, environmental and
other processes, as a result of underestimation or overestimation of certain
factors as natural and therefore no less dangerous, consequences of defects in
social, political, administrative structures, etc.

Internal threats make Ukraine more vulnerable to external threats and they
are the main object of public administration. Analysis of the state of national

security of Ukraine in recent years [8] shows that internal threats posed the
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greatest danger to the development of the state. They were simultaneously
associated with several national interests and had a tendency to grow.

Many of them are quite dangerous and relatively long-lasting. Their total
potential is concentrated mainly in the economic, socio-political, international,
military, informational and environmental spheres. This also includes the sphere
of regional relations.

According to the degree of their negative impact on national security [3],
they can be classified as follows:

1) A potential challenge is a situation where there is a possibility of the
occurrence of conditions under which the potential for countering the realization
of national interests may be formed. In this case, the main function of state
authorities is to assess the risks of damage in a particular area of national
security in the event of conditions under which the potential for counteraction to
the realization of national interests may be formed and to implement preventive
measures to block the occurrence of these conditions. In other words, this 1s a
situation when a certain potential for counteraction to the realization of national
interests may accumulate;

2) A real challenge is a situation when the formation of prerequisites
(accumulation of potential) for counteraction to the realization of national
interests has been completed, but there is still no counteraction to the
achievement of national goals in the form of official statements, political,
economic or other actions. Under these conditions, the main function of state
authorities is:

— timely identification of the situation and the main subjects (objects) that
can realize the specified potential, that is, counteract the realization of national
Interests;

— clarification of possible losses in a particular area of national security

(which are assessed as a low risk for ensuring national security);
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— implementation of a number of adequate preventive measures (to block
its transformation into a potential threat). That is, this is a situation when the
potential has been accumulated, sufficient to counteract the implementation of
national interests, but there are no official statements from certain entities or
other actions directed against their implementation;

3) Potential threat — a situation where there is an obvious opposition to the
achievement of national goals, an obvious intention to cause harm (damage) to
national security in the form of official political, economic or other actions
without the use of armed struggle, when we can already talk about causing
certain harm (damage) to national security. However, its scale does not under
any circumstances affect vital national interests (sovereignty, territorial integrity,
etc.). The losses (damage) are mainly local in nature, that is, they are a set of
conditions that certainly require a response (specific measures) to prevent their
negative impact on national security. In the event of a potential threat, state
authorities must resort to measures to directly counter the threat in order to
prevent its transformation into a real threat. These measures should be adequate
to the level of the threat, but in any case, the use of armed force in the
combination of means and methods used to protect national interests should be
excluded;

4) A real threat is a situation where there is not only an obvious
opposition to the achievement of national goals, but also an obvious intention to
cause harm (damage) to vital national interests in the form of official or
unofficial political, economic and other actions, but without the use of armed
means. At the same time, the threat of an armed attack is quite high. We can
already talk about causing significant harm (damage) to national security, the
scale of which affects vital national interests, but, as a rule, is local in nature.
That is, this is a set of conditions that definitely require an immediate response
(specific measures) to prevent their further negative impact on national

security. In the event of a real threat, state authorities must take active and
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decisive measures to directly counter the threat in order to prevent it from
developing into a real danger. These measures must be comprehensive, involve
all means and methods available to the authorities, but be adequate to the level
of the threat and, as a rule, exclude the need to use armed force to protect vital
interests.

In the event of a real threat, the harm (losses) to vital national interests
does not reach the level where, for example, the integrity of the social, economic
or political system is violated or the ability to perform vital functions is lost.
Thus, in a situation of a real threat, there is opposition to the implementation of
vital national interests, but it is selective and without the use of armed force. At
the same time, the threat of using armed means of struggle is quite high
(weapons can be used at any moment). There is damage to the implementation
of vital interests, but its scale is local;

5) Real danger is a situation where conditions have arisen under which the
immediate danger of causing damage (harm) to vital national interests and
national values is a reality. In view of this, the state must use all means at its
disposal to protect these interests, in particular, means of armed struggle. The
integrity of the social system and the state is violated and the possibility of their
performance of certain vital functions (partially or completely) is lost.

At the same time, the proposed classification not only identifies any
phenomenon (event, process, situation) as a potential or real challenge, a
potential or real threat or real danger to national interests and, accordingly, plans
and implements a set of measures to form and ensure the effective functioning
of the national security system, but can also be used in modeling the process of
ensuring national security. It is also important in defining and clarifying the set
of national goals and allows us to abandon the traditional attribution to basic
regulatory documents in the field of ensuring national security of a rather
hypothetical list of potential and real threats to national security, without

drawing a clear line between them.
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Ensuring national security is one of the main components of public
management and administration. The structure of ensuring national security is
formed by a set of interconnected and interdependent subjects of ensuring
national security (state officials, state authorities and local self-government
bodies, state institutions and institutions, forces and means of the security sector,
civil society institutions, individual citizens) and mechanisms (institutional,
organizational, legal and others) that ensure their coordinated activities on the
basis of current legislation [6].

The main goal of ensuring national security is the transformation of
national security policy into purposeful coordinated activities of state
authorities, public administration, local self-government, and components of the
security sector, aimed at realizing national interests, society, and the state.

It 1s worth noting that even in developed democratic countries, where a
significant role in the development and implementation of state and
administrative decisions in the security sphere is played by civil society
institutions, non-governmental structures that emphasize their main tasks in the
sphere of national security, and the media, the main subject in ensuring national
security remains state authorities. This is due to the fact that it is the bodies of
the legislative, executive and judicial branches of government, using the
resources at their disposal, that exercise a legally authoritative influence on
public relations that arise in connection with the implementation of national
interests.

Conclusions. So, the social phenomenon denoted by the concept of
national security is a specific property of the being (existence) of statehood,
which reflects the quantitative and qualitative dynamics of its development and
at the same time is an integral criterion of its protection from dangers. The
choice of ways, means and methods of ensuring national security is determined
by the need for timely adoption of measures adequate to the nature and scale of

dangers to statehood.
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Therefore, we believe that there is a need to analyze and use international
experience in ensuring the national security state policy, taking into account
their specific conditions and new challenges. It remains important to develop
and implement effective measures aimed at real solutions to the main problems

of ensuring the national security of our country.
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